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• MSIA, C|CISO

• Author of Transformational Security Awareness: 
What Neuroscientists, Storytellers, and 
Marketers Can Teach Us About Driving Secure 
Behaviors

• Former Gartner Analyst leading research and 
advisory services to CISOs, Security Leaders, 
and security vendors around the world

• Led security initiatives at Fidelity Information 
Services, Alltel Telecommunications, and Wal-
Mart Stores

• Lover of all things:
• Security
• Psychology
• Behavioral Economics
• Communication Theory
• Magic, misdirection, and influence

About Perry
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About KnowBe4

• The world’s most popular integrated new-school Security 
Awareness Training and Simulated Phishing platform, 
over 32,000 customers worldwide

• Founded in 2010 
• Recognized as a Leader in the Gartner Magic Quadrant 

for Computer-Based Training (CBT) with the highest and 
furthest overall industry position for ability to execute 
and completeness of vision.

• Recognized as a Leader in the Forrester Wave for 
Security Awareness and Training Solutions with the 
highest overall industry position.

• Our mission is to train your employees to make smarter 
security decisions so you can create a human firewall as 
an effective last line of defense when all security 
software fails…

Which it will!

3

About KnowBe4



The question every executive asks…
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Agenda

1. The phishing problem
2. Phishing benchmark data by industry
3. International phishing benchmark data 

by region
4. Actionable tips to create your “human 

firewall”
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Cybercriminals rely on phishing because it works…

ACCORDING TO VERIZON'S 2019 DATA BREACH INVESTIGATION REPORT, 
PHISHING WAS THE #1 THREAT ACTION USED IN SUCCESSFUL BREACHES 

LINKED TO SOCIAL ENGINEERING AND MALWARE ATTACKS. 

2019 Phishing By Industry Benchmarking Report 

INTRODUCTION         |         PHISHING BY INDUSTRY BENCHMARKING STUDY         |         CALCULATING PHISH-PRONE™ PERCENTAGE         |         KEY TAKEAWAYS         |         GETTING STARTED

INTRODUCTIONEvery security leader faces the same conundrum: even as they 

increase their investment in sophisticated security orchestration, 

cybercrime continues to rise. Often security seems to be a race 

between effective technology and clever attack methodologies. Yet 

there’s an overlooked layer that can radically reduce an 

organization’s vulnerability: security awareness training and 

frequent simulated social engineering testing.According to Verizon’s 2019 Data Breach Investigation Report, 

phishing was the #1 threat action used in successful breaches 

linked to social engineering and malware attacks. These criminals 

successfully evade an organization’s security controls by using 

clever phishing and social engineering tactics that often rely on 

employee naivete. Emails, phone calls and other outreach 

methods are designed to persuade staff to take steps that provide 

criminals with access to company data and funds.Each organization’s employee susceptibility to these phishing 

attacks is known as their Phish-prone™ percentage (PPP). By 

translating their risk into measurable terms,  leaders can quantify 

their breach likelihood and adopt training that reduces their 

human attack surface.

Understanding Risk By IndustryAn organization’s PPP indicates how many of their employees are 

likely to fall for a social engineering or phishing scam. These are 

the employees who might be fooled into opening a file infected 

with malware or transferring company funds to a fraudulent 

offshore bank account. A high PPP indicates greater risk, as it 

points to a higher number of staff who typically fall for these 

scams. A low PPP is optimal, as it indicates the staff is 
security-savvy and understands how to recognize and shut down 

such attempts.
The overall Phish-prone percentage offers even more value when 

placed in context. After seeing their number, many leaders ask 

questions such as “How does my organization compare to others?” 

and “What can we do to reduce our Phish-prone percentage?”
KnowBe4, the world’s largest Security Awareness Training and 

Simulated Phishing platform, has helped organizations reduce 

their vulnerability by training their staff to recognize and respond 

appropriately to common scams. To help companies evaluate 

their PPP and understand the implications of their ranking, 

KnowBe4 conducts an annual study to provide definitive 

phish-prone benchmarking across industries. Categorized by 

industry vertical, organization size, and the amount or frequency 

of security awareness training, the study reveals patterns that can 

light the way to a stronger and safer future.
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Attackers 
generally 

follow these 
steps to 

compromise 
an 

organization

the Cyber Kill Chain

http://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html
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All 17,000 customers were 
using the KnowBe4 platform 
according to the 
recommended best practices 
for a new-school security 
awareness approach:

• Running an initial baseline
test

• Training their users 
through realistic on-
demand, interactive 
training

• Frequent simulated testing 
at least once a month to 
reinforce the training
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Three-Phases of Measurement

Phase One: If you haven’t trained your users and you send a phishing attack, what is the initial resulting 
PPP? To do this, we monitored employee susceptibility to an initial baseline simulated phishing security test. 
From that established set of users, we look at any time a user has failed a simulated phishing security test 
prior to having completed any training. 

Phase Two: What is the resulting PPP after your users complete training and receive simulated 
phishing security tests within 90 days after training? We answered this question by finding when users 
completed their first training event and look for all simulated phishing security events up to 90 days 
after that training is completed 

Phase Three: What is the final resulting PPP after your users take ongoing training and monthly simulated 
phishing tests?  We measured security awareness skills after 12 months or more of ongoing training and 
simulated phishing security tests and look for users that completed training at least one year ago and take 
the performance results on their very last phishing test. 

1

2

3
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RISKY 
BUSINESS
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Benchmark 
Phish-
prone 

Percentage 
by Industry
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Results 
Within 90 
Days of 
Testing
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Results 
after 1 

Year+ of 
Ongoing 
Training
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and they are dramatic

The Results 
are in:

Security Awareness 
+ Frequent simulated phishing training 

= Drastically improved phishing resiliency
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Our Behavior-Based Approach Works

Organizations across these specific industries improved 
their failure rate by 88% after 12 months of combined 

security awareness training and simulated phishing 
using KnowBe4. (Based on weighted averages across all 

organization sizes. Percentages rounded.
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Putting 
the results into 

perspective
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2020 International 
Results
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- Africa -
81.9%

Improvement
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- UK&I -
82.4%

Improvement
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- Europe -
Incomplete data 
set, yet trending 

favorably as 
expected
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- APAC -
78.7%

Improvement
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People are a 
critical 

layer within 
the fabric of 
our Security 

Programs



Security Awareness and Secure Behavior are NOT the Same Thing

Traditional awareness 
programs fail to account for 

the knowledge-intention-
behavior gap…



There are Three Realities
of Security Awareness

Just because I’m 
aware doesn’t mean 

that I care.

If you try to work 
against human 

nature, you will fail.

What your 
employees do is way 
more important than 

what they know.
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Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & Control

Act on Objectives

Train by Simulating the Steps taken by Attackers

Discover your attack surface Simulate targeted and 
opportunistic attack types Understand the impact of breach

Pre-Click Activities Upon Click Post-Click Activities
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Bait the 
hook!

• Understand the types of email subjects that 
will realistically test your users susceptibility 
to phishing.
• Know the types of ‘in the wild’ phishing 

scams that are occurring so that you can 
work to inoculate your users!
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-- effective phishing lures --

Greed

Urgency

Curiosity

Fear

Self Interest

Helpfulness

Money

Hunger
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Plan like a Marketer.  Test like an Attacker.
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Final 
Thoughts

• Humans are the de-facto top choice 
for cybercriminals seeking to gain 
access into an organization.
• Security Awareness and frequent 

simulated social engineering testing 
is a proven method to dramatically 
slash your organization’s phish 
prone percentage.
• Effectively managing this problem 

requires ongoing due diligence, but 
it can be done and it isn’t difficult. 
We’re here to help.



34

Some Executive Takeaways

ü Role Modeling: If you expect your organization to do the 
right thing, you must lead them accordingly. 

ü Engaging a Pro: In an industry where content is king, the 
recommendation is to align with a vendor that can provide 
you with multiple flavors, versions and varieties that appeal 
to all different learning styles.

ü Thinking Like a Marketer: In parallel with content and 
simulated phishing campaigns, add frequent and relevant 
messaging in the form of ancillary supporting materials 
(posters, digital signage, newsletters, etc.) and find 
opportunities during cross-business meetings and 
presentations to reinforce the big take-aways. 

ü Mobilizing a Security “Culture Carrier” Program_ Provides an 
organizationally dispersed team of advocates that can 
reinforce security messaging and learning at local levels.
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Some Executive Takeaways
ü Adding Simulated Phishing Tests: As we’ve shared through 

this research, by adding frequent simulated phishing 
campaigns to your overall security awareness program, you 
will increase your employee’s resilience to being 
compromised, and also raise their ability to spot a 
mischievous email. 

ü Increasing Frequency: tent and simulated phishing 
campaigns (twice monthly for high risk targets). 

ü Hiring the Right People: Target creative candidates that are 
aware and well versed in how to drive organizational 
development and behavior change through learning. 

ü Defining Objectives: Determine upfront what the success 
criteria of your program are and how you will measure 
against them, otherwise it is impossible to measure your 
program’s effectiveness and determine inherent value. 

ü Measuring Effectively: The use of metrics that reinforce 
desired behaviors is important to protecting systems, 
employees and data. 

ü Motivating Employees: Be intentional and 
consistent in how you use positive and negative 
reinforcement to encourage your audience to 
complete required training, adhere to security 
policies and demonstrate ongoing favorable 
secure behavior. 
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A Security Awareness Training Program that Works!

Baseline Testing
We provide baseline testing to assess the Phish-prone™ 
percentage of your users through a free simulated phishing attack. 

Train Your Users
On-demand, interactive, engaging training with common traps, 
live hacking demos and new scenario-based Danger Zone 
exercises and educate with ongoing security hints and tips emails.

Phish Your Users
Fully automated simulated phishing attacks, hundreds of 
templates with unlimited usage, and community phishing 
templates.

See the Results
Enterprise-strength reporting, showing stats and graphs for both 
training and phishing, ready for management. Show the great ROI!



Thank You


