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•Security Challenges in the Public Cloud

•Some Emerging Cloud Trends

•6 Steps to Compliance Automation

AGENDA
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https://pages.checkpoint.com/cloud-security-report-2019.html

https://pages.checkpoint.com/cloud-security-report-2019.html
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• Shared Responsibility
• Minimal Visibility
• Ever-Changing workloads
• Multi-Cloud complexity

• Malware
• Zero-day Threats
• Account Takeover

• Misconfigurations
• Compliance and Regulations
• Insider Threats 

Security Challenges in the Public Cloud

Internal RisksInfrastructure Challenges External Threats
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Shared Responsibility Cloud Provider Responsibility
Hardware, SDN, Networking, Internet 
connection

• Cloud providers protect their Infrastructure 

• Companies must protect their Cloud Workloads Customer Responsibility
Application code, Application Data, 
Application Access, Compliance

Infrastructure 
Challenges
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Public Cloud “Shared Responsibility Model”

6
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What are your biggest operation challenges
trying to protect cloud workloads?
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Compliance

& Regulations

Compliance & self governance are highly 
focused areas for companies in regulated 
industries (HIPAA, PCI-DSS) or in certain 
geographical areas (GDPR)

Lack of visibility, the dynamic nature of cloud 
and lack of certainty regarding the location of 
the payload, all make compliance a challenging 
task.

Internal Risks
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Minimal
Visibility

• Cloud deployments result in challenges 

around identifying and quantifying assets 

• Invisible and unmanaged assets create large 

gaps in security enforcement

Organizations ... are struggling with
visibility, making it almost impossible to
determine what computing tasks are
taking place where, under whose
direction.

“

Hype Cycle for Cloud Security, Gartner, 7/2018

“
Infrastructure 

Challenges
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Ever-changing 
Workloads

• Cloud assets are provisioned and decommissioned dynamically 

in large scale and fast pace

• Traditional security tools were not developed for the cloud and 

thus cannot  enforce policies in such a flexible environment

• Traditional security can’t work with orchestration tools

Cloud computing is dynamic, with workloads
spinning up and spooling down. Unprepared
organizations are finding that active enforcement
of policy becomes increasingly impractical.

Hype Cycle for Cloud Security, Gartner, 7/2018

“ “
Infrastructure 

Challenges
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What is your public cloud deployment strategy?
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Multi

Cloud

Manageability

Relying on the native security controls 
of the cloud providers limits the ability 
to manage security in multi-cloud with 
a unified tool 

Complexity 

Difficult to detect and prevent attacks 
across distributed applications 

Consistency 

Security posture and governance 
policies are not consistently applied 
across on-premises datacenters and 
cloud providers 

Flexibility

Cloud environments cannot 
simultaneously change and apply the 
security enforcement in real-time

Infrastructure 
Challenges
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What are the biggest security threats in 
the public cloud?
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Zero-day Attacks

Attackers are targeting cloud workloads 
because they can be accessed via the internet 
and not hidden inside the on-premises LAN

Thru lateral movements, once an asset gets 
infected, both the Cloud and On-premises 
infrastructures are at risk (the cloud can be a 
bridge to the on-premises datacenter)

The cloud is a company’s new data center. It is 
exposed to the same threats as the on-premises 
data center and even more, such as: Worms, 
Crypto locker, Ransomware, BitCoin mining and 
Bot attacks

External 
Threats
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Insider Threats

Rogue employees, disgruntled or recurred by 
attacker can leverage misconfigurations to 
create massive damages.

An administrator with access to the root 
account of a cloud service can easily duplicate 
this info to other places.

Companies are saving source code on external 
repositories, such as GitHub, with no access 
restrictions essentially open for all.

One of the most common “worst practices” are 
unencrypted S3 Storage Buckets being left 
open in AWS

Internal Risks
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Has your organization ever been hacked
in the public cloud?
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Containers Are Growing in PopularityKey Trend:

Gartner: 3 Critical Mistakes That I&O Leaders Must Avoid With Containers. (Available by subscription-only)

“By 2023, more than 

70% of global 

organizations will be 

running more than two 

containerized 

applications in 

production, up from less 

than 20% in 2019.”

https://urldefense.proofpoint.com/v2/url?u=http-3A__link01.gartner.com_track-3Ftype-3Dclick-26enid-3DZWFzPTEmYW1wO21zaWQ9MSZhbXA7YXVpZD00MDU4NjgmYW1wO21haWxpbmdpZD0xMTUzNDcmYW1wO21lc3NhZ2VpZD0xNzgyNSZhbXA7ZGF0YWJhc2VpZD0xNTA5NjMzODY5JmFtcDtzZXJpYWw9MTY3ODMxMzMmYW1wO2VtYWlsaWQ9c2FuZHJhX2xlb25nQGhwZS5jb20mYW1wO3VzZXJpZD0xMDMyMDU2MDoxNTY1MDE0MTA1NjgzJmFtcDt0YXJnZXRpZD0mYW1wO21uPTUxNTU3MzEmYW1wO2ZsPSZhbXA7bXZpZD0mYW1wO2V4dHJhPSZhbXA7JmFtcDsmYW1wOw-3D-3D-26-26-262287-26-26-26https-3A__www.gartner.com_document_3955920-3Fref-3DTrackDBDailyEmail-26refval-3D1565014105683-26utm-5Fsource-3DGartnerTrack-26utm-5Fmedium-3Demail-26utm-5Fcampaign-3DTrackDashboard-26utm-5Fcontent-3DTSDaily&d=DwMFaQ&c=C5b8zRQO1miGmBeVZ2LFWg&r=whklzP3yt-Tx6O8xWZZmdUcN5qUwmc_qTPvexBB18OA&m=tXi3eoSgcb4uPeA1vrBAbRetAwg-4Iu331B3RWnoV-8&s=ByL3QQtZaOgzfFBRjW-OnQLUt7XXX_gzhNZ8W2djLyo&e=
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“Shift Left” from Production to DevSecOpsKey Trend:

Always Apply Security
- Coding, Commit & Test 
- Not just In Production

More Cost Effective 
- Catch problems early
- Coders hate going backwards

Decreases Friction & Delay
- IT/InfoSec becomes an enabler
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Drivers

• Reduce Time and Effort to Resolution of Issues and Alerts

• Increase Scale / Agility / Speed of Cloud Applications

Best Practices

• Remediation should be prioritized based on Risk assessment and 
Threat priority

• Manual:  High impact, high probability events

• Auto: industry compliance standards & common errors

Automation for Security Response & RemediationKey Trend:
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What are your cloud security priorities for the 
coming year?
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6 Steps to 
Compliance 
Automation

eBook from Check Point & AWS

AUTOMATE YOUR CLOUD COMPLIANCE JOURNEY IN 6 STEPS 

https://pages.checkpoint.com/check-point-aws-automate-cloud-compliance-6-steps.html
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How well do your traditional network security 
tools work in cloud environments?
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Cloud Compliance & Security Tool Groups

CASB: Cloud Access Security Broker

CSPM: Cloud Security Posture Management

CWPP: Cloud Workload Protection Platform
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What criteria are most important when 
selecting security solutions?
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1.  Gain Visibility1

Identify which 
applications and 
workloads you 

have running on 
the cloud 

Understand the 
applications and 

workloads that are 
public-facing and 
more vulnerable 

threats

Review your 
network layout and 
understand areas to 

threat exposure

Discover and 
classify your 

security groups by 
varying exposure 

levels

Review how 
applications and 

workloads interact 
and the traffic in 
between them



27©2019 Check Point Software Technologies Ltd. 

Public Cloud Summary Dashboard
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Cloud Assets Inventory

Cloud Platforms Asset Types Cloud Accounts
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Network Control Plane Security for Public Clouds

Inbound Rules 
allowing All 

Internet

Inbound Rules 
allowing All 

Internet – No 
Public IP

Internal Access 
Only

Rule Details
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2. Select Compliance Frameworks 2
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Governance – Custom Rule Building

Environment
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3.  Evaluate Initial Results and Plan3

Based on the selected framework 
and scope, run an initial cloud 

security & compliance assessment.  

Allows compliance and cloud 
security operations teams to 

evaluate initial results and better 
understand specific rules and 

policies; create a Baseline

Once initial findings have been 
evaluated, apply exclusion to 
eliminate irrelevant alerts.

This will narrow down future 
notifications to only those that 

require immediate action.

Exceptions are captured in a 
detailed log for future audits

After applying exceptions, you 
can start adding customization.

• Security rules

• Internal Best Practices

• Notification policies
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Evaluate Initial Results and Plan



34©2019 Check Point Software Technologies Ltd. 

1. Define Frequency

• Daily, Weekly, Monthly 

2. Identify Owners

• Defined by a Notification Policy

• Different reports by account type, application, tags, compliance

• Role-based Dashboards

3. Integrate with other internal process and support tools

• Results and remediation plans for your Compliance Assessments can be 
consumed by your internal tools

• E-mail, SNS or SEIMs like ServiceNow, PagerDuty, Jira 

4.  Monitor Your Continuous Compliance4
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5.  Automate Remediation5
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Automate Remediation
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6.  Reporting and Auditing6
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Public Cloud Summary Dashboard
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1. Maintaining confidence in your cloud security posture depends on:

• Your ability to keep pace with the agile nature of the cloud,

• Having the right platform to adequately protect a multi-cloud environment,

• Multi-cloud visibility, with rich data analytics capabilities, and

• Upholding compliance and governance standards

2. Create a cross-functional “Cloud Center of Excellence” team

• Representation from Network, Security, Compliance, DevOps & Cloud teams

• Help define requirements, execute cloud strategy, recommend policies and enforce compliance

3. Evaluate third-party tools for your multi-cloud security posture management

• Engage in a Trial or POC; SaaS solutions are easy to ty in your own environment

• Identify your top Cloud Challenges and Key Use Cases

• External Compliance Regulations and Internal Security Policies and best practices

• Integration into your CICD Pipeline, SEIM, Operations

Final Thoughts
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Thank You
Lee Psinakis

Cloud Security Specialist

Check Point Software Technologies

lee.psinakis@checkpoint.com 


