Pivoting During the Hunt for Malware




e Fidelity : both low, medium and high
e Pivot : what is it

e Gains : from a pivot

e Pivot Fields : within the chart

e Example
e Curiosity and thinking
e System Automation




fidelity



fidelity

noun
pl. --ties
pl. fi-del-i-ties

1. accuracy of a description, translation, etc.

2. exact correspondence with fact or with a given quality, condition, or
event; accuracy






*Syslogs
eEvent logs

e NetFlow/IPFIX
e Packet Capture
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e Event logs

 NetFlow/IPFIX
e Packet Capture
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Agenda

* Fidelity : both low, medium and high
j> e Pivot : what is it

e Gains : from a pivot

 Pivot Fields : within the chart

e Pivot Chart : identifying data sources

e Example
e Curiosity and thinking
e System Automation



What is a Pivot?

* The ability to pass context between
autonomous systems while researching
a security or application performance
event.

e Goal: to quickly gather additional details
that could be related to the event being
investigated.

e A good pivot will lower the cost of the
event for the defending investigator and
increase the cost of the attacker.




Pivoting Lets You ...

 Connect data sources

-

¥ i

“Start with flow data which is very fast to parse, very
low in size you can parse it really quickly and then
pivot from that to packet capture data.”

* Move from host to network
based data

e Shorten investigative times

e Pivot from lower to higher
context data - seldom do you
start with pcap



Example Pivots

* Move from internal (e.g. NetFlow or syslogs) to external data sources
(E.g. virustotal, passivetotal, Talos Intelligence) .

 Example: Move from a proxy server log that is user name aware to a
windows event log

“Both server and Network data is needed in every security
investigation” - Chris Sanders



Efficient Pivoting Requires ...

* Meta cognition — curiosity and next-step investigative mindset
e Ask good questions, stick to answering those questions

e Good data collection

* Integration of pivoting across systems



Agenda

* Fidelity : both low, medium and high
e Pivot : what is it

e Gains : from a pivot

 Pivot Fields : within the chart

e Pivot Chart : identifying data sources
e Example

e Curiosity and thinking

* System Automation
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What are your pivoting fields?

e Alert name?

* |P addresses (most common pivot)
e Communication ports

* Time frame
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Investigative Process

e Observation - How you find out:
e Receive a call
e Receive an alarm
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Investigative Process

e Observation - How you find out:
e Receive a call
e Receive an alarm

* Generate a Hypothesis

* Try to define what you are looking
for before you look!




Investigative Process

e Observation - How you find out:

* Receive a call
* Receive an alarm

* Generate a Hypothesis

e Define what you are looking for
before you look!

 What data do you have that will
allow you to answer questions?

NetFlow

& IPFIX
Packet
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System Logs
Syslogs &
Event Logs
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via iop with PCR: 1
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Bytes Inbound 0.00 B

Bytes Qutbound 1.17 GB
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e — via HTTP with PCR: 0.97
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Bytes Inbound 3.45 MB




DNS_Search

(] 64.140.243.133 ec2-52-7-9- I__I'I] Epl
Default Flow Report
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M Wireshark - Export - HTTP abject list I} — []

FPacket Hastname Caontent Type Size Filename

168 filemaonster. com application/s-www-form-urlencaded 131 bytes ?lagin=1

213 filemanster. cam text/html A6 kE ?cd=

233 fileranster.com macge; png Z0KE icons3lpxpng

110204 file

110288 file

110091 file e e ;
TT1ETT file

111589 file I I

112713 file o

113705 file

113714 file _ i .

113725 filemaonster. com application/s-www-form-urlencaded 131 bytes ?lagin=1

113776 filemonster.com text/html ATKE ?cd=

113806 filemaonster. com text/ html 6831 bytes ?lagout=1

114494 filemaonster. com videa/ mpd 637 kB Marblehead?e20Bank?e2 Fe2 (Training.mpd
< >

Save Save All Close Help
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| have an IP address,

show me all the
things | can pivot to.

Host Index

Search IP:

151.101.117.67

Enbourd Results
Packets
50.924 p/s
49,897 pis
HTTP (80 37.803 pfe
¥6.552 s
37.397 pfs.
22,106 pfs
22953 s
17606 p/s

304 pis

17.502 pis

Traffic %

749 8
5.70 5
543 %
414 %
2350
114 %
248 %
2.46 %

500,376 kbj's
594,724 kbi's
453,079 kbjs
431,563 kby's
378.738 ks
256,244 kbl
243,277 kby's
197,235 kby's
195.566 kb/s
166,720 kbi's



Device Explorer

Current Report

OFECo BEE

Report: UNSAVED

& Templates Used: 2

& Devices Used: 1

Report Details

Filters

Device/Interface edit x

Device: 3850b-Closet.plxr.local
Interface: ALL

IP Host

Include

IP: 151.101.117.67

Source Or Destination

Threshold

# - ¥ Pair » Conversations WKP From 2017-09-11 10:30 to 2017-09-11 11:30 in auto

{1m) intervals

i
=
o
i

)
' |
[T

12 kb's

(=]
=
1
[T

2017 2017 20171 2017 20171 2017an 2017
10:30 10:40 10:50 11:00 11:10 11220 11:30

well Known Destination Packets Traffic 9

151.101.117.67 HTTP (80 - TCF) sa20sblc2-pc.plxr.... 0.127 p/s 73.72 % 585.884 b/s
sa20sblc2-pc.plxr... HTTP (80 - TCP) 151.101.117.67 0.128 p/s 26.28 U 208.893 b/s

= 0.000 b/s
0.255 p/s 794.778 bfs




Device Explorer

Current Report
m]GSICEETS] - ||

Report: UNSAVED

& Templates Used: 2

& Devices Used: 1

Report Details

Filters Add
Devicef/Interface edit x

Device: 3850b-Closet.plxr.local
Interface: ALL

IP Host

Include
IP: 151.101.117.67

Source Or Destination

Threshold

# . ¥ Pair » Conversations WKP

(1m) intervals

Save Changes

chow 1D

Gigamon-1

Use All

Source

151.101.117.67 HITF (30U - z sa lUsSDIC-pC.plxr. . 0639 p/s LAk Yo

sa20sblc2-pe.plxr... HTTP {80 - TCP) 151.101.117.57 0.828 p/s

26.64 o

1.267 p/s

Cancel Changes

From 2017-09-11 10:38 to 2017-09-11 10:44 in auto

.Ub3 KD/S
1.112 kb/s
0.000 b/s
4.176 kb/s



Device Explorer #
L ¥

¥ Pair = Conversations WKP From 2017-09-11 10:38 to 2017-09-11 10:44 in auto

Current Report
{1m) intervals

BESICEES] .||} Reports

Report: UNSAVED Default Report
Counts

& Templates Used: 2
Top Reports

& Devices Used: 1 Sopurce Reports

Destination Reporis

Pair Reports

Volume Reports
Filters Add  Designed Reports

Device/Interface edit x Gigamon Destination Name and URL
Device: Gigamon-1 Summary Reporis Hosts with URL
Interface: ALL Flow View Pair Names and URL
IP Host L 1 Return Codes “'11‘:41
SSL All Details
Include
IP: 151.101.117.67 Outbound Results SSL Version Count
. Source Well Known Traffic % Bits =
Source Or Destination Source Name -Elﬂd URL
151.101.117.67  HTTP (80 - TCP) 88.54 % 60.995 kb/s
de27jtc72benp.pl. HTTP (80 - TCP) URL Count 11.15 % 7.683 kb/s
Threshold m 151.101.117.67  HTTP (80 - TCP) SRR TN tT R et £ s o 0.17 % 119.556 b/s
- PO ao0sblc2-pe.plxr.. HTTP (80 - TCP) 1 fiames e . 0.13 % 02,356 b/s
Other - 0.000 bfs




v Gigamon » URL and Return Codes

intervals

Report: -
| 14
IMUNSAVED 12
10
8
{2 Templates Usad 0
| 2 _
i Devices Used 0

From 2017-09-11 10:38 to 2017-09-11 10:44 in 1m

WWW com/.affonts/cnn/3.5.0/c..
WWW com/.a/2.37.0/js/cnn-foo..
WWW com/.a/2.37.0/is/cnn-sta..

il 16

WWW com/.a/2.37.0/assetsfvid..
WWW nteractive/storm-tracker/

nteractive/storm-tracker/..

201711 201770011 20171011
10 1020 1040
Results
URL Return Code
ffff:172.17.3.2
WWW com/.a/2.37.0/is/cnn-an._..

Drag

WWW nteractive/storm-tracker/. 0

201711 27N 27N 20178
10:41 1042 1043 10:44
Count -

to add as a filter

[



Device Explorer %%,  vGigamon » URL and Return Codes From 2017-09-11 10:38 to 2017-09-11 10:44 in 1m
Current Report

EE@SE@EE

intervals

Report:
UNSAVED

sl Return Code

& Devices Used: 1

Report Details
Filters 5 O 3
1710011

Device/Interface

Device: Gigamon-1 Results

Interface: ALL Return Code

cache-bosB221-B0OS 503
IP Host

Include

IP: 151.101.117.67 Results 1-1 of 1
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download (3).pcap [Wireshark 1.12.2 (v1.12.2-0-g898fa22 from master-1.12]]

EE 144 in auto

File Edit View Go Capture Analyze Statistics Te!ephong Tools  Internals Help

Co 4 ® s BERE I Aes T LIEFaaed @B x| B
Filter: - | Expression... Clear Apply Save
Mo. Tirme Source Destination Protocol Length  Info

1 0.000000 10.60.1.16 151.101.3117.67 TCP

2 0.3B4E38 10.60.1.16 151.101.117.67 TCP

3 0.384856 10.60.1.16 151.101.3117.67 HTTP

4 0. 3EB7100 10.60.1.16 151.101.117.67 TCP

1| 1 |

60 bytes on wire (480 bits), 60 bytes captured (480 bits)

+# Ethernet II, 5rc: Cisco_B80:5e:c0 (c4:64:13:80:5e:c0), Dst: Sonicwal_e0:23:b8 (00:17:c5:20:23:b8)
# Internet Protocol Version 4, Src: 10.60.1.16 (10.60.1.16), Dst: 151.101.117.67 (151.101.117.67)
= Transmission Control Protocol, Src Port: 56042 (56042), Dst Port: 80 (B0}, Seq: 1, ack: 1, Len: O
source Port: 56042 (560420
Destination Port: 80 (80)
[stream index: 0]
[TCP Segment Len: 0]

Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes

.... 0000 0OOOL1L Q000 = Flags: Ox010 (ACK)

wWindow size value: 251

[calculated window size: 251]

[Window size scaling factor: -1 (unknown)]
# Checksum: Oxecde [wvalidation disabled]

Urgent pointer: 0

60 56042-80 [ACK] Seg=1 Ack=l win-"—"
1514 [TCP segment of a reassembled |

841 GET /data/ocs/section/_homepags

66 56085-8B0 [SYN] Seq=0 win=8192 1~
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“100% of analysts use pivots” - Chris Sanders
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Agenda

* Fidelity : both low, medium and high
e Pivot : what is it
e Gains : from a pivot
e Pivot Chart : identifying data sources
* Pivot Fields : within the chart
e Example
j> e Curiosity and thinking
* System Automation







Curiosity makes Effective Hunters

e The desire to find out

e Create a curiosity culture by
promoting discussion

e Learn how to ask the right questions.
“Is this an anomaly or something |
haven’t run into before?”

 Don’t be intimidated. Years at the job
does not make someone proficient F

e Be careful: Years of experience can
lead to less curiosity
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“Reviewing network perimeter NetFlow will help
determine whether a network has experienced
suspicious activity.”

Oct 21, 2017

US-CERT

LIMNITED STATES COMPUTER EMERGENCY READINESS TEAM

https://www.us-cert.gov/ncas/alerts/TA17-293A



Summary on Pivoting

 Single pivots almost never happen. Plan for at least 4.

* Pivots often require decisions by the analyst. (e.g. should you pivot to
the event logs, the flows or external site for details). Pivot decisions
are guided by the questions you are trying to answer.

e Keep economy in mind. The Defense team absolutely must have
efficiencies. Pivots need to be fast to improve speed.
e Extra pivot steps defeats efficiency
e Pivots need to be short to decrease time spent
e Improves accuracy to bridge the perception to reality gap

e Share frequently used pivots with others
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