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Building a Comprehensive Cyber Risk Program
through Effective Vulnerability Management




Bringa platform measures risk, delivers prioritized remediation
and insights of IT security threat & vulnerabilities

How do customers use Bringa ?

= Measure and understand true = Prioritize remediation - fix what
security risk really matters

= Track improvements and = Executive level communication
monitors trends. and reporting.



How Bringa Platform Works
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3 Critical Questions of Vulnerability Risk




Critical Questions of Vulnerability Risk

Which vulnerabilities, if exploited, pose the greatest risk of disrupting
critical business functions?
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Risk-Centric Vulherability Management Process

Application Data | Analytics
Scanners Context Engine

Orchestration

Network
Vulnerability
Scanners

Business "\ Threat
Context Intelligence

Consolidate Contextualize Analyze Execute




Beyond the Basics

Vulnherability Intelligence

2] Asset Intelligence

A= Remediation Intelligence




Beyond the Basics : Vulnerability Intelligence

e Network Scanning

e Web Application Scanning
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e Open Source Vulnerabilities

e Threat Intelligence
e Penetration Testing

e SIEM / Security Intelligence



Beyond the Basics : Asset Intelligence
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CMDB

Network Configuration Management
IDS / IPS

Change & Config Management
Business Continuity / Disaster Recovery
Web Application Firewalls

Policy Compliance

Certificate Management



Beyond the Basics : Remediation Intelligence

e Directory Services
e [T Service Management

e Patch Management

e Network Flow

e Orchestration

e Server Automation

e \alidation



Learn more at www.bringa.com




